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What is Cybersecurity?

WHAT IS ?

CYBERSECURITY =

Cybersecurity is the process of
protecting data, electronic systems

: T_ and nNnetworks against cyber attacks.

‘ 82% of employers report
" a shortage of professionals
TT\ @’- a o

.y 1 the skills neseded to

L 4 S
— protect against these threats
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The reality of today from a cyber
security point of view - | think some
of the top people predict that the
next big war is fought on cyber
security.

,T« m ook

AZQUOTES

"There are only two types of companies:
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Mainframes get it done!

Mainframes Mainframes 60% of data Mainframes
71 Percent of handle 90 handle 1 trillion available on handle 68% of
Fortunfe 200 percent of all business internet is world’s
Com!oames Use credit card transactions stored on production IT
Mainframes. ey each day. mainframes. workloads )

J J J

GSE UK VIRTUAL CONFERENCE 2024
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How Secure is my Mainframe?

iformation
systems

We passed a compliance audit, so everything must
be secure

* The mainframe can’t be hacked

* Event logs would show any security issue or threat of _“\-\5'\‘3

intrusion immediately d
0e® esé\“% -\t security
agC " ‘ea\
* The mainframe is closer to the internet, applications, Internet

and credit card information — the data that hackers want

than ever before
* On average it takes ~200 days to detect a breach

* Have you ever tried looking at an IMS log?
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The Mainframe Can Be Hacked

SIEM (Security Information
and Event Management)
systems have long been the
industry standard for
enterprise network security,
but the mainframe has
mostly been left out of this
predominantly distributed
discipline.

2012 - Co-founder of Pirate Bay and
prominent hacker, Gottfrid Svartholm Warg,
hacked into the CSC mainframe and stole
hundreds of thousands of Danish social
security numbers along with other important
personal information stored in the mainframe.

2008 — Luxottica,

LensCrafters, suffered a mainframe breach
exposing nearly 60,000 employees’ records
from its U.S. headquarters in Mason, Ohio —
from an IP address in Glendale, Arizona

SECURITY
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2024 Data breach investigations report

0% 20% 40% 60% 80% 100%

68% of breaches involved a human element
(n=10,069)

40% 60% 80% 100%  Qur ways-in analysis witnessed a
substantial growth of attacks involving
the exploitation of vulnerabilities as the
critical path to initiate a breach when
compared to previous years. It almost
tripled (180% increase) from last year,

2 & 2 32% of breaches involved Ransomwar: ortion
which will come as no surprise to (n=9.982) ! iaiac

anyone who has been following the
effect of MOVEIt and similar zero-day
o vulnerabilities. These attacks were
Phishing primarily leveraged by Ransomware

and other Extortion-related threat
actors. As one might imagine, the main ]

vector for those initial entry points was oyt vl Extors
Web applications.

Exploit vuin

15% of breaches involved a 3rd party (including software vuins)
(n=7,268)

40% G0% 80% 100%

GSE UK VIRTUAL CONFERENCE 2024
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2024 Breaches by the Numbers

Mean time to identify breach

$4.88

- Global average cost of data breach

Share of organizations that experienced a significant or very
significant disruption to business because of a breach

Average cost of a malicious insider attack

Average total cost of data breach in US

GSE UK VIRTUAL CONFERENCE 2024




GUIDE
SHARE
EUROPE

UK Region
HERE TECHNOLOGY AND TALENT MEET TOMORROW

2024 Breaches by the Numbers (Continued...)

Cost of a data breach by industry
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BMCs 2024 mainframe survey says...

* Compliance and security are the top priority
for survey respondents for the fifth year in a
row, named by 62% of respondents.

* 43% have built dedicated capabilities to
protect against ransomware and 29% plan to
build capabilities.
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SIEM Feeds the SOC with Real-time Security Events, but the
Mainframe...

Mail Exchange Server

Routers Real-Time
. Feed Real-Time
Switchers o
Firewall SECURITY .
Regl-Time INFORMATION & Real-Time
D in Controll EVENT MGMT (SIEM) Web Servers, Custom
omain Controller
>YSTEM Apps, Databases

——
. —
ReiI_T — |I|.
ee

End-user Systems S z/OS Event Messages

Real-Time Scheduled feeds —
overnight updates
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' Consequences of cybersecurity breaches

Loss of effort, copy right
Theft = VAN material, strategies and
: thus the competitive edge

Financial impact can put you
TR i out of business

Prospect of monetary fines
Penalties - = o = for non compliance with
—_— data protection legislation

Below the Siiisssssssssssssss B —— Tangible cost that affect the

< business long after the
surface costs e breach
GSE UK VIRTUAL CONFERENCE 20Z2
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Sources of Cybersecurity threats

Advanced Spear
Persistent Threats Phishing

Phishing Ransomware SQL Injection

GSE UK VIRTUAL CONFERENCE 2024
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Key aspects of cybersecurity in mainframe

i Log Collection = == ( Real-Time )

Log Analysis —] — C User Activity Monitoring )
Event Correlation —] — ( Dashboards )
Log Forensics T ( Reporting )

IT Compliance

— ( File Integrity Monitoring j

App Log Monitoring — Sl EM = (Sys’fem & Device Log Moni'foring)

Object Access Auditing

N S N TN Y ™
N 2 N ol Mo b NG S e N S
|
N

i SIEM software products — ( Log Retention )
and services are used to
combine data on security
information management
and security events.

GSE UK VIRTUAL CONFERENCE 2024
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The world depends upon IMS

IMS processes the world’s transactions What would you do with 100,000 transactions
per second?

IMS s not just keeping pace with the industry,
it is leading the way in performancea In 2013
IBM announced that the current version of
IMS reached a revolutionary benchmark of
117,292 transactions per second. Nothing
else comes close.

117,292

transactions per second

This transiates to 528 transactions per year Businesses worlkdwide have come to

for every single person on the planet. And understand that sooner than later, they will
it's not throwaway data ke tweets or posts. see workloads that inch closer and closer to
It's your most critical data, safe, securse, these speeds and volumes. IMS is ready.
available. Are you?

50 ®@

50,000,000,000

(50 billion) secure transactions per day

GSE UK VIRTUAL CONFERENCE 2024
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Not just terminals accessing IMS
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IMS is more connected than ever

Dperations Management

IMS Today (@@esrm cu R connansposesr e

Memaory Management i3, Contert Mgt

of Control Gantar
{ «Dperations Interfacs
*Global resource management EQuery

*|nter-systems communicatons

Mainframs ‘Workstation

DEZ Stored
Procedures

=

z05 and Distributed

TCFIP Clients

*Network Management
‘Messape Management
‘Data communications
*Security

'ananize
Store and Retrisve
*Data Integrity

*Recoverab™ty

GSE
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Real-time monitoring
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IMS logs are massive...
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IMS logs are difficult to read and comprehend in their native raw
format

HOKKKOKKOK KKK KKK XOK KKK KK KKK KK KKK KK K KK KKK KOK KKK XK K XK KKK XK KKK XOKK X X T{][] 0f Data Fkokorkok ko kokok ok KoKk KK KKK KKK KKK KK KK KK KKK KKK KKK KK KK KK KK KKK KK K

il %o s cny e iy i Bodan o el v e B0 e ey s e e VSRR B o g & DL & vt o bR SRR ¢ e e | B

R O ) O e L R O 0 | DN 1111113 /AN
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Real-time processing

4 ) 4 )

Data extractor - Analytics Engine

(¥ ) (¥ )

&

Reports

\/—

GSE UK VIRTUAL CONFERENCE 2024
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After-the-event processing

C N C N
Data extractor - Analytics Engine
8 l J 8 J

Reports

\/—

GSE UK VIRTUAL CONFERENCE 2024
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Mainframe Data Extraction Providers

syncsort

@ Ironstream

Analytics
Engines

REAL TIME
MAINFRAME
DATA

.

BMC AMI Datastream for IMS server
Gathers IMS Data

INTELLIGENT FILTERING P
API for other BMC products
Export to Analytics Engine, DASD,
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Log record X’10’ - Security Violation record

Field
A Name Description Type Length

IMSID IMS ID OTRING 4

LOGRC LENGTH Log record length INTEGER S
LOGRC TYPE Log record type HEX Z
LOGRC STCK Log record timestamp TIMESTHMP 19
LOGRC SEQUENCE NUMBER Log record sequence number HEX 16
SCBTAMT BTAM terminal violation Y/N 1
SCVTAMT VTAM terminal violation Y /N 1

SCADI Application program violation Y/N 1
SCERROR Error code INTEGER 5
SCERROR_TEXT Error text STRING 80
SCCHMD /+Command verb STRING !
SCLINE Relative 1ine number of violaton INTEGER 10
SCTERHM Relative terminal number of violator INTEGER 10
SCNODE VTAM node name NAMI 8
SCTRAN Iransaction code or userid NAM 8
SCDST Timestamp of violation TIMESTHP 19
SCPGH Program name (ICMD failure) NAMI o
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Log record X’16’ — Sign on/Signoff record.

Field
A Name Description Type Lengtl

IMSID D

LOGRC_LENGTH Log record lengtl INTEGER >
LUGRE_TYPE Log record type HEX
LOGRC_STCK Log record timestamp TITMESTHMP 19
LOGRC_SEQUENCE_NUMBER Log record sequence number HEX 16
SGNTCPIP frerminal is TCPIP Y /N
SGNVTAM frerminal is VTAM Y /N
SGNBTAM Terminal is BTAHM Y /N

1

1

1
SGNISCAL Stati« ISC w/0 signon Y /N
SGNOFFRC ;"Ifiil}lditi forced Y /N 1
SGNOFF /9ignoff Y /N 1
SGNON /Signon Y /N 1
SGNASOFF User was auto signed off Y /N 1
SGNALLOC User alloc/dealloc done Y/N 1
SGNONSEC Security bypass signon Y /N 1
SGNNRNR Session starts with NRNR Y /N
SGNARNR Session starts with ARNR \ V4 1
SGNPCKN User signon with PASSCHK=NO Y /1 1
SGNONODE Signed on using node descriptor Y /N 1
SGNUSER Userid NAM }
SGNTERHM Line and PTERM or node name NAMI a
SGNGRPNHM SAF group name NAMIE 8
SGNSPOQNHM '

structure name NAMI o
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Monitor Sensitive Database READ log records
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Database Reads by Users

1,000
3,000

3 2,000
h
1,000
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Database Read Stats

DB reads by LPAR

UK VIRTUAL CONFERENCE

20

W

24
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3.000
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DB _USR
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Monitor sensitive database read activity by user

Database Reads for BANKING by Users

BANKING-USER1

) by USERS

BANKING-USER2

BANKING-USER3 M count

DB-RD (BA

BANKING-USER4

GSE UK VIRTUAL CONFERENCE 2024
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Database Update Stats

Database Updates - Top DBs

DI2IPART
AUDIT
BANKING
LOAN
CUSTOMER
Database Updates by User
400 400 400
5 1665 1665
< 1000
\ AN " " \ A oA | A AN K Y A 7o'} A \ AL A \

GSE UK VIRTUAL

Database Updates by LPAR (IP address)

123.123.123.123

1665

1404 1404

1111.111.111.111

222.222.222.222
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Database Update Stats (continued...)

Database Updates by Transaction

BANKING DEPOSIT 1200

CUSTOMER UPDATE 1,995
; LOAN -PREPAY 4200
¢ AUDI REVIEW 2608
= AUDIT ASSESMNT 600
{_f:: LOAN SUMMARY 452

DI2IPART ADDPART B 69

DI2IPART DLETPART || 27

) A w0 0 000 Py 1500 1750 2000 2.450 2500 2750 3000 34950 3500 3950 4000 4250 4500 4750 2000 bl 5500 5790 $.000 6,250 6500 6./50 1000 1250

p]

GSE UK VIRTUAL CONFERENCE 2024
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Security Violations

#4: IMS Security Violations L X - B
R
IMS Security Violations

Sort: | Count v [Span: | 1-Day v | Apply
Earliest Time: 2023/09/25 150330

user/TRAN_NOT DEFINED_TO... [l

PASSWORD_NOT_DEFINED OR ...

users_Access_ReVOKED ]

0 5

Message Count

3 Parsed Values.

GSE UK VIRTUAL CONFERENCE 2024



GUIDE
SHARE
EUROPE

UK Region

HERE TECHNOLOGY AND

TALENT |

TOMORROW

From IP Address:

Message Time:

Message Facility:

Message Severity:

Message Content:

Security Violations (continued...)

123.123.123.123
XXX.XXX.com

2023/09/26 22:58:33

20 min, 7 sec ago
audit

info

Sep 27 05:58:35 SYSM IMS 10: SAF: 1
- SAFD: RACF - IMSID: VF1P -

LogType: 10 - LogDesc: IMS Secu
Violation - FlagBytel: r

AT E N T ypeOfError: PASSWORD

Gl = VTHB RelLineNum: 3.86G -
TermNum: 4.04G - VTAMNode: VTHBOSS51
- TranC B - devTime: 2023-

GSE UK VIRTUAL CONFERENCE 2024



GUIDE
SHARE
EUROPE

UK Region
TECHNOLOGY ARND TALENT MEET TOMORROW

IMS user id and sign on terminal statistics

#5: IMS Userids + & [ #6: IMS Signon Terminal Names L o - T
IMS Userids " Signon Terminal Names ‘
Sort:| Count v |Span: | 5-Days v | Apply Sort: | Count v |Span: | 5-Days v || Apply |
Earliest Time: 2023/09/24 23 42 05 Earliest Time: 2023/09/24 23.42 05

USER1 VT000001
USER2: VT000002
USER3 VT000003
USER4 VT000004
USERS VTO00005
USER6 VT000006
USER7 VT000007
USERS8 VT000008
USERS VT000009
USERA VT000010

0 10,000 20,000 0 10 20 30 >

GSE UK VIRTUAL CONFERENCE 2024
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Security alerts for unauthorized access attempt
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S ity alert rul t
Home ‘ Dashboards+ ‘ Messages+ ‘ zSessions ‘ Correlation+ ‘ Tickets+ ‘ Reports+ ‘ System+ ‘

Devices ‘ Users ‘ Patterns ‘ Custom ‘Automated Responsel Config+ ‘

| < Cancel || Reset | [ Delete > || SaveNew = || Save > |

System Counter Name:

[ Thread/ Z IMS Log Messages v |

Go To Thread Definition Screen....

Pin This Alert To Top:

W User Preference

Compare Function: [ (GE) Greater Than Or Equal Vi

Threshold: Counts Per Interval
1 to 200 Counts Per Interval

View Counter Threshold Hints...

Test Interval: Seconds
1 to 99999 Seconds (0 = None or Not

Applicable)

Match Alert Time: [ Midnight v|[+24hrs v |
Time When Alert Is Enabled.

Go To Advanced Scheduler. Enabled For All Time Ranges

Generate Alert & Open Ticket
When Threshold Is Triggered...

Multiple password violations
within a span of minute

Alert Message / Ticket Text:
Note - Auto-Fill Alert Message. ..

e L 0% Characiers avanable. =
Insert Alert Variable: #
Note - Modify Alert Message... [None <]

Insert Button Help...

UK VIRTUAL CC
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Alerts created

Home ‘ Dashboards+ | Messages+ | zSessions | Correlation+ Alerts+ | Tickets+ Reports+ | System+ ‘
Closed ’ Actions ‘ Config+ ‘
Assigned To: | All v | Span: | 1-Day v | List: | Max-50 v | Match: [ All v[* | Apply || AddNew > |
Advanced Ticket Search | Ticket Maintenance Tool | Edit Ticket Groups | &3 View Groups
Edit: Ticket Time: Assigned To: Ticket Text:
#01 302.4%)4“8 22:53:31 admin (notice): Multiple password violations within a span of minute
L s o (Ticket UID: 0662206DB0029)

Related Messages | Source Alert Definition

GSE UK VIRTUAL CONFERENCE 2024
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1.9
e

. COMPLIANCE
INSPECTOR

Compliance

PCI DSS
GDPR
HIPAA

( FISMA
GLBA
NERC
FERC

Sarbanes-Oxley
GSE UK VIRTUAL CONFERENCE 2024 ISO 27001
IRS Pub. 1075
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Analytics engine showing PCl DSS compliance details
Home ‘ Messages+ ‘ zSessions ‘ Correlation+ ‘ Alerts+ ‘ Tickets+ ‘ Reports+ ‘ System+ ‘ <Back | Help @

Suspicious Behavior ‘ Honeypots y Z0S Security \ ZACF2 ‘ Top Secret ‘ Z Overview ‘ Z Console ‘ P Iva Hacl el AuditZ MF HIPAA | Z File Integrity ‘ >>

[Audit_ Z_MF_PCI-DSS v | SelectTabs..

#1: Z Mainframe PCI-DSS Score Card -

Z Mainframe PCI-DSS Score Card

PCI-DSS 1.0 PCI-DSS 2.0 PCI-DSS 3.0 PCI-DSS 4.0

Status: Status: Status: Statu

NO-DA 100 % 26 % UNDEFINED

0 Msgs Today 3329 Msgs Today 135057 Msgs Today 0 Msgs Today
Install and maintain a firewall configuration to Do not use vendor-supplied defaults for system Protect stored cardnolder data. Encrypt transmission of cardholder data across
protect cardholder data. passwords and other security parameters. Details. . open, public networks
Details... Details.. Details..
PCI-DSS 5.0 PCI-DSS 6.0 PCI-DSS 7.0 PCI-DSS 8.0

Status:
35 %

0 Msgs Today 5 Msgs Today 0 Msgs Today 0 Msgs Today
Use and regularly update anti-virus software. Develop and maintain secure systems and Restrict access to cardnolder data by business Assign a unique ID to each person with computer
Details applications. need-to-know. access.

Details... Details... Details.

PCI-DSS 9.0 PCI-DSS 10.0 PCI-DSS 11.0 PCI-DSS 12.0

Status: Status: Status: Status:

UNDEFINED 26 % 29 % UNDEFINED

0 Msgs Today 135070 Msgs Today 135075 Msgs Today 0 Msgs Today
Restrict physical access to cardholder data. Track and monitor all access to network resources Regularly test security systems and processes. Maintain a policy that addresses information
Details. . and cardholder data. Details. . security.

Details... Details...
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Analytics engine showing PCl DSS compliance details

([continiied )
Score Card Report Name Z Mainframe PCI-DSS Score Card Time: Address: Facilty: Z TS0 Session Messages:

Score Card Item Description PCI-DSS 2.0 )
Do not use vendor-supplied defaults for system 2024104119 02:39:44 123123123123 audi (info): Apr 19.09:39:4 AE- 1 SAED: RACF - IMSID; RD1P-***
passwords and other security parameters. 32min, 57 sec ag0 oM MainSeg: 03 {LogType: 03- LoDesc Qutput Message | Length: 847 - MSGFLAGS: {Last Msg,

First Msg} - FlagsZ: 62 - Flags: {MSGSACML, MSGFPRSP} - Resphode: Yes - SysSeg Exists:
Messages Today 5313 messages. Yes - MSG_Record_ Num: 0800003c - Record Num: 0800003c - Prefix_Length: 1112 -

Flags3: {MSGF3NOE} - ENQ_ Bypsd: Yes - UnitOMork:

d9cdfdTeTd9c640cdbf4b20e643cab3d9c4f dTeTd9c640cdb 4b20e954f50000 - ORIG_

Messages Yesterday R e IMSID: RDTPXRF - ORIG_Stock_Clock 2014-09-12720:46:46 319 - PROC_IMSID:
ROIPXRF - PROC. Stock_Clock 2014-08-12T2048:46.331 - *** SysSeq 81 - 81 -
Messages Last 7 Days 15739 messages. Length: 64 - FLAGE (MSGC2EPH, MSGC2MSC, MSGCVFS) - NFS_Exit Yes -MSC_

Exists: Yes - EP_Exit: Yes - FLAGS: {MSGC3MA1} MSG_ Time: Yes - SEQ: 10978 -
QUTPUT_NUM: 1 - Switches: 1- LUB_Type: 426G - LUG_ Adr.1.29G - *** ExtPrefSeg. 86 -

WMessages Last 30 Days e s ID:86- Length 16-Data: Dt - Prefx_Lengt 984- Ext Exit (MSGETHR, MSGEMEX
s MSGESEX, MSGEWLM, MSGESEC, MSGEAPPC) - APPC. Bxists: Yes - SEC_Exists: Yes -
Message Daily Average 7869 messages. WLM_Bxists: Yes - SSE_ Exists Yes - MSC_SE_ Exists Yes- TMR_ Segtem_Exists:Yes-**
* SecSeg: 88 - ID: 88 - Length: 22 - Data: Data: - UserlD: RIHJER? - Userid_Ind: UserlD - ***
Current Item Status OK - Percent of Daily Avg: 67% MSF_Ext 8b- SegID: 8b - SIDS: Yes - MSCSource: fffff4cag3360 - OrigiMSID: RDPXRF -
_ , Origfoken: 2014-00-12T20:48:46.319 - CopyPRID: RDPXRF -*** MSC_ TMIR: Bc - Length:
Messages counts of the associated correlation 144 - SeqlD: 8¢ - TimeStamp: 1970-01-01T42:00:00.000 - DestName: 11254 - Liern:
threads indicate that sufficient data is being fdff4cad3360 - DestSID: 1 - OrigSID: 1 - MSFlag: MSGIRESP - MSFlag2: {MSG2DEST) -
collected to validate that this compliance Destinaton: Yes - MSFlag3: {MSG3DLI, MSG3RSPM) - RespMode: Yes - DL Yes - MSFiagé:
requirement is currently being satisfied. IMSGAXTFX) - HasEXPF: Yes - IMSRise: 13 - IMSMod: 10 - IMSHWReL2: 13 - IMSHWNod2:
10-***Text. 90 - Length: 184 - TEXTDatz: SYMQEC20 THIS ISATEST OF SYMQECHO VIA
TCPIC. WITH SOME LUCK, I 'LL BE ABLE TO SENDALONGER MESSAGE FROM THE TS0
Associated Correlation Z TS0 Session Messages BATCH JOB THAT IS RUNNING TCPIC, WHICH IS AREXX PROGRAM.
Threads Z DB2 Administrative Actions Detalls..
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Processing reports

[MSLOG10,IMSID,LOGRC LENGTH,LOGRC TYPE,LOGRC STCK,LOGRC SEQUENCE NUMBER,SCBTAMT ,SCVYTAMT ,SCAOI ,SCERROR,SCERROR
IMHIHHlH,PhAI,Intqur,HPx,limvwlAmp,Hvx,Y/H,Y/H,Y/H,Inivuvr,lhur,fhur,lnlqur,lntrqu,Lhdl,Ihu:,limvufump,ﬁhur
[MSLOG16,IMSID,LOGRC LENGTH,LOGRC TYPE,LOGRC STCK,LOGRC SEQUENCE NUMBER,SGNTCPIP,SGNYTAM,SGNBTAM,SGNISCAL ,SGNOFFRC ,SGNOFF ,SGNON,SGNA
[MSLOG16 ,Char ,Integer ,Hex ,Timestamp ,Hex,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Y/N,Char ,Char ,Char ,Char ,Timestamp
[MSLOG10 ,IMS1,60,10,2021049183040278789 ,0000000000000169 ,N,Y,N,4,"USER OR TRAN NOT DEFINED TO RACE",,,,VT000049,USER,202104918304027
[MSLOG10,IMS1,60,10 7H71H1W]HHH477HHU”WlHHHHHHIHHHHIHIMH,H,Y,H,4J“HHIR OR TRAN NOT DEFINED TO HHfl"L,,IVIHHHH4W"H3[H?l?“?l”d”l“ﬂ”4??
IMSLOG10,IMS1,60,10,2021049183043842284 ,000000000000016B ,N,Y ,N,4 ,"USER OR TRAN NOT DEFINED TO RACF",,,,VT000049 ,USER3,20210491830438
IMSLOG10,IMS1,60,10, ’U/l 49183046444326 ,000000000000016C ,N,Y ,N,4 ,"USER OR TRAN NOT DEFINED TO RACF",,,,vT000049 ,USER4,20210491830464
IMSLOG10 ,IMS1,60,10 210491683408582431 ,000000000000016D H,Y,H,H,rPHﬁHUHRU NOT DEFINED TO USER OR USER NOT ﬂHIHﬂRT/fD“l/,,UTH”Uqu,H
lMﬂlHﬁIH,lHHl,HH,IH,/H/IHI 183412024252 ,000000000000016E ,N,Y ,N,8 ,"PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED",,, ,vT000049,U
IMSLOG10,IMS1 ,60,10,2021049183418537399,000000000000016F ,N,Y,N,B8,"PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED",,,,vT000049,U
IMSLOG10 ,IMS1,60,10,2021049183423576512 ,0000000000000170,N,Y ,N,8,"PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED",,,,VT000049,U

\

\

y

\

TEXT

,9CCMD ,SCLINE ,SCTE

H)
IMSLOG10,IMS1,60,10,2021049183428048467 ,0000000000000171 ,N,Y ,N,8,"PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED",,,,VT000049,U
[MSLOG10 ,IMS1,60,10,20210491834321328676, HHHHHHHHIH]HHII/ o) 1%
IMSLOG10,IMS1,60,10,2021049183435750012,000000000000017

N,8,"PASSWORD NOT DEFINED TO USER OR USER HHI AUTHORIZED",,, V7000049 ,U
,H,?HI”HSYR'H ACCESS REVOKED",,,,vT000049 ,USER128C, 7“7114Q1u 435750001],
,N,28,"USER'S ACCESS R[VHK[H“,,,,VIHHHH4W,HJ[P1/UI ,2021049183440010733,
N,28,"USER'S ACCESS REVOKED",,,,VT000049,USER128C,2021049183443983024,
;N,28 ,"USER"S ACCESS R[UHK[h”,,,,VIHHHHdﬂjHHILI/n[ ’H’1H1W1n»4‘ﬂﬂﬁnﬂn,,
,N,28 ,"USER'S ACCESS REVOKED",,,,VT000049 ,USER128C,2021049183502862208,
,N,N,N,N,Y,N,N,Y,N,N,N,Y , USER12,VT000049 ,CC105511 HIIPI/,,I/IH4W10351HJH
N,4,"USER OR TRAN NOT DEFINED TO RACF",,,,VT000004 ,USER1,20200871709224
,N,8,"PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED",,,,VT000005,U
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N,

. l
’

Y
Y
[MSLOG10 ,IMS1,60,10,2021049163440010741 ,0000000000000174 ,N,Y
1Hﬂlﬂﬁ1ﬂ,lﬁﬂ1,hﬂ,1 ,7ﬂﬂlﬂ4W]nﬂ41Jﬂnﬁﬂﬂl,ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂlTH,H,W,
[MSLOG10 ,IMS1,60,10,20210491683459528990,0000000000000176 ,N,Y
IMSL0G10,IMS1,60,10,2021049183502862219 ,0000000000000177 ,N,Y
[MSLOG16,IMS1,80,16,2021049183510367545,0000000000000179 ,N,Y
IM5L0G10,IM51 ,60,10,2020087170922412900 ,00000000000001C8 ,N,Y
1§

10

’

’

IMSLOG10 ,IMS1

,60,10,2020087170922427114 ,00000000000001C9 ,N,
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Processing reports (continued...)

IMSLOG10 | IMSID|SCBTAMT |SCVTAMT [SCAOI SCERROR |SCERROR_TEXT SCCMD [SCLINE [SCTERM |SCNODE |[SCTRAN |SCPGM
IMSLOG10 |Char |Y/N Y/N Y/N Integer |Char Char |Integer |Integer Char Char Char
IMSLOG16 |IMSID|SGNTCPIP |[SGNVTAM |SGNBTAM [SGNISCAL [SGNOFFRC SGNOFF/SGNON |SGNASOFF |[SGNALLOC [SGNONSEC|SGNARNR
IMSLOG16 |Char |Y/N Y/N Y/N Y/N Y/N Y/N Y/N Y/N Y/N Y/N Y/N
IMSLOG10 [IMS1 |N Y N 4|USER OR TRAN NOT DEFINED TO RACF VT000049 |USER

IMSLOG10 [IMS1 |N Y N 4|USER OR TRAN NOT DEFINED TO RACF VT000049 [USER2
IMSLOG10 |IMS1 |N Y N 4|USER OR TRAN NOT DEFINED TO RACF VT000049 [USER3
IMSLOG10 [IMS1 |N Y N 4| USER OR TRAN NOT DEFINED TO RACF VT000049 |USER4
IMSLOG10 |IMS1 |N Y N 8|PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 |USER12
IMSLOG10 [IMS1 |N ¥ N 8| PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 |USER121
IMSLOG10 [IMS1 |N Y N 8|PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 [USER128C
IMSLOG10 |IMS1 |N Y N 8|PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 [USER128C
IMSLOG10 |IMS1 |N Y N 8|PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 [USER128C
IMSLOG10 |IMS1 |N Y N 8|PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED VT000049 [USER128C
IMSLOG10 [IMS1 |N ¥ N 28|USER'S ACCESS REVOKED VT000049 |USER128C
IMSLOG10 |IMS1 |N Y N 28| USER'S ACCESS REVOKED VT000049 |USER128C
IMSLOG10 [IMS1 |N ¥ N 28|USER'S ACCESS REVOKED VT000049 |USER128C
IMSLOG10 |IMS1 |N Y N 28| USER'S ACCESS REVOKED VT000049 [USER128C
IMSLOG10 |IMS1 |N Y N 28| USER'S ACCESS REVOKED VT000049 [USER128C
IMSLOG16 [IMS1 |N Y N N N N Y N N Y N
IMSLOG10 |IMS1 |N Y N 4|USER OR TRAN NOT DEFINED TO RACF VT000004 |USER1
IMSLOG10 [IMS1 |N ¥ N 8| PASSWORD NOT DEFINED TO USER OR USER NOT AUTHORIZED) VTO00005 |USER121
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Contacts

Product Developer - BMC IMS SYSADMIN products
Santosh Belgaonkar - santosh _belgaonkar@bmc.com

Sr. Product Developer - BMC IMS Database Utilities products
Sahil Gupta - sahil gupta@bmc.com




