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What is Cybersecurity?





Mainframes get it done!

71 Percent of 
Fortune 500 

Companies Use 
Mainframes.

Mainframes 
handle 90 

percent of all 
credit card 

transactions.

Mainframes 
handle 1 trillion 

business 
transactions 

each day.

60% of data 
available on 
internet is 
stored on 

mainframes.

Mainframes 
handle 68% of 

world’s 
production IT 

workloads



How Secure is my Mainframe?

• The mainframe is closer to the internet, applications, 
      and credit card information – the data that hackers want 
      than ever before
• On average it takes ~200 days to detect a breach
• Have you ever tried looking at an IMS log?

Myths

• We passed a compliance audit, so everything must 
      be secure
• The mainframe can’t be hacked
• Event logs would show any security issue or threat of 

intrusion immediately This is not OK!  You 

need to know who is 

accessing your data 

in real tim
e!

Truth



The Mainframe Can Be Hacked

SIEM (Security Information 
and Event Management) 
systems have long been the 
industry standard for 
enterprise network security, 
but the mainframe has 
mostly been left out of this 
predominantly distributed 
discipline. 

2012 – Co-founder of Pirate Bay and 
prominent hacker, Gottfrid Svartholm Warg, 
hacked into the CSC mainframe and stole 
hundreds of thousands of Danish social 
security numbers along with other important 
personal information stored in the mainframe.

2008 – Luxottica, the parent company of 
LensCrafters, suffered a mainframe breach 
exposing nearly 60,000 employees’ records 
from its U.S. headquarters in Mason, Ohio – 
from an IP address in Glendale, Arizona



2024 Data breach investigations report



2024 Breaches by the Numbers

Share of organizations that experienced a significant or very 

significant disruption to business because of a breach

Average cost of a malicious insider attack

194 
Days

$4.99
M

$9.36
M

Mean time to identify breach

Global average cost of data breach

Average total cost of data breach in US

$4.88 
M

70%



2024 Breaches by the Numbers (Continued…)



BMCs 2024 mainframe survey says…

•  Compliance and security are the top priority 
for survey respondents for the fifth year in a 
row, named by 62% of respondents.

• 43% have built dedicated capabilities to 
protect against ransomware and 29% plan to 
build capabilities.



SIEM Feeds the SOC with Real-time Security Events, but the 
Mainframe…
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Consequences of cybersecurity breaches



Sources of Cybersecurity threats



Key aspects of cybersecurity in mainframe 
environments



The world depends upon IMS



Not just terminals accessing IMS



IMS is more connected than ever



“Near re
al tim

e” is 

not good enough!

Real-time monitoring



IMS logs are massive…



IMS logs are difficult to read and comprehend in their native raw 
format



Database

IMS control 
region

Data extractor Analytics Engine

Real-time processing

Reports



IMS logs Analytics EngineData extractor

Reports

After-the-event processing



Mainframe Data Extraction Providers



Log record X’10’ - Security Violation record



Log record X’16’ – Sign on/Signoff record. 



Monitor Sensitive Database READ log records



Database Read Stats



Monitor sensitive database read activity by user



Database Update Stats



Database Update Stats (continued…)



Security Violations



Security Violations (continued…)



IMS user id and sign on terminal statistics 



Security alerts for unauthorized access attempt



Security alert rule set up



Alerts created



Compliance

PCI DSS
GDPR
HIPAA
FISMA

GLBA
NERC
FERC

Sarbanes-Oxley
ISO 27001

IRS Pub. 1075



Analytics engine showing PCI DSS compliance details



Analytics engine showing PCI DSS compliance details 
(continued…)



Processing reports



Processing reports (continued…)
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