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ÅWhat is going on in the Db2 world? 

ÅWhy has this got anything to do with Zowe ?
ÅAnswer:

 Db2 Administration Foundation use Zowe Desktop 
VS Code extension Db2 Developer for z/OS has a good co-existence story with Zowe Explorer

Å[ŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ ŀǘ ǘƘŜ Zowe Desktop and Db2 AF Story

Å[ŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ ŀǘ ǘƘŜ ±{ /ƻŘŜ ǎǘƻǊȅ



Data Studio for Z support ended 
March 31st 2025

IBM does not support Db2 13 
but with Db2 13 R1M100 some 

limited function does work

DSM End of service March 31st 
2024



Db2 Developer 
Extension for VS 
Code

Db2 Administration 
Foundation for z/OS



Db2 Developer Extension for VS Code, 
Db2 Administration Foundation for z/OS
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ÅIntuitive search of entire 
Sysplex with visual object 
representation

ÅBrowser-based user 
interface built on the open 
source Zowe Virtual Desktop

ÅSearch across multiple 
subsystems

ÅFlexible filtering options and 
customizable results table

Discover 

ÅDashboard-style object 
details view

ÅDb2 Analytics 
Accelerator 
administration

ÅIntelligent Db2 
command

ÅSingle-object DDL 
generation

ÅAugmented with Zowe: 
JES, MVS, and USS 
explorers

ÅSingle-query and workload 
tuning

ÅVisual Explain 

ÅAccess Path Advisor

ÅQuery rewrite Advisor 

ÅStatistics Advisor

ÅIndex Advisor  

ÅStatement cache + dynamic 
plan stability features

Administer 

ÅVS Code extension

ÅSQL Editor with syntax 
checking reduces time, 
errors and efforts

ÅNavigate Db2 catalog

ÅExecution of SQL with 
parameter markers and 
export query results to CSV

ÅBIND/REBIND with editing

ÅStored procedure 
development

o NSP deploy/debug/run
o Java SP deploy/run

Develop and test Tune 



What are all the products involved in this strategy

IBM Unified 

Management 

Server for z/OS

FMID h Shopz 

H1ZP120

IBM Db2 

Administration 

Foundation for 

z/OS

FMID h Shopz

HAFX120

IBM Db2 

Analytics 

Accelerator 

Administration 

Services for 

z/OS

IBM Fix Central 

download 

Documentation

IBM Db2 for 

z/OS 

Developer 

Extension

Visual 

Studio 

Marketplace 

download

Zowe

Download 

from 

Zowe.org or 

Shopz

IBM Db2 

DevOps 

Experience for 

z/OS

FMID h Shopz

HDOE130 

IBM Query 

Workload Tuner 

for z/OS & IBM 

SQL Tuning 

Services

FMID h Shopz

H2AQ601    & 

H2AT210

Db2 Administration
tooling

Db2 Application 
Developer tooling 6

Dependent
Products

https://www.ibm.com/docs/en/daafz/7.5?topic=installing-db2-analytics-accelerator-administration-services
https://marketplace.visualstudio.com/items?itemName=IBM.db2forzosdeveloperextension
https://marketplace.visualstudio.com/items?itemName=IBM.db2forzosdeveloperextension
https://marketplace.visualstudio.com/items?itemName=IBM.db2forzosdeveloperextension


Architecture overview

Future IMS Experience

Unified Management Server for z/OS 1.2 [API Layer]

Zowe 2.3 and up

IMS Administration 
Foundation

Db2 DevOps Experience 
1.3

Db2 Analytics 
Accelerator 

administration 
services 7.5.x

Db2 Query Workload Tuner for 
z/OS 6.1 license

IBM Db2 
Developer 
Extension 

for VS Code 
2.x

Integrated Offerings

D
B
AD

e
v
e 
l 
o
p
e
r

IDE Tooling Administration Stack

SQL Tuning 2.1
(Acc Suite- 

Database Svcs 
Exp Pack) 

Db2 
Administration 
Tool for z/OS *

Db2 Analytics 
Accelerator Loader 

for z/OS *

Db2 Omegamon 
Performance 

Expert  

Db2 Query Monitor 
for z/OS

z/OS

Db2 Cloning Tool

Db2 Log Analysis 
Tool for z/OS

Db2 Automation 
Expert for z/OS *

Other Db2 for z/OS 
toolsz/OSMF

* All communication between components involved happen over secure channels (HTTPS/SSL setup required)
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Db2 Administration 
Foundation 1.2 [User 

Interface]

IBM Developer 
for z/OS 16.x

IBM Z Open 
Editor

VS Code

Eclipse



+



The Linux Foundation and the 
projects we support form the most 

ambitious and successful 
investment in the creation of 

shared technology



z/OSPC
z/OSMF:  443
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API Gateway
7554

API Discovery
7553

API Catalog
7552

API caching 
service 7555

Z Secure Services 
(ZSS)

Zowe Desktop (ZLUX)
7556

st
a
ti
c

z/OS 443

ZAAS
7558

Zowe 3.3 will allow all 
APIML micro services to 
run under one address 
space !!!



Issues with the Zowe certificate

Å¢ƘŜ Ȋκh{aC ŎŜǊǘƛŦƛŎŀǘŜ ƛǎƴΩǘ ǘǊǳǎǘŜŘ ōȅ Zowe

ÅThe Zowe ŎŜǊǘƛŦƛŎŀǘŜ ƛǎƴΩǘ ǘǊǳǎǘŜŘ ōȅ ǘƘŜ ōǊƻǿǎŜǊ ŎƭƛŜƴǘǎ ƛǘ ǇǊŜǎŜƴǘǎ ƛǘǎŜƭŦ ǘƻ

ÅThe Zowe ŎŜǊǘƛŦƛŎŀǘŜ ƛǎƴΩǘ ǾŀƭƛŘ ǘƻ ōŜ ǳǎŜŘ ŀǎ ŀ ŎƭƛŜƴǘ ǎƛŘŜ ŎŜǊǘƛŦƛŎŀǘŜ

ÅThe Zowe ŎŜǊǘƛŦƛŎŀǘŜ ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ǾŀƭƛŘ {ǳōƧŜŎǘ !ƭǘŜǊƴŀǘŜ bŀƳŜ ǘƻ ƳŀǘŎƘ 
the IP address being used

ÅThe private key is held in ICSF and AT-¢[{ ƛǎƴΩǘ ōŜƛƴƎ ǳǎŜŘ
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ERR_CERT_AUTHORITY_INVALID
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Who signed the certificate root ?
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Export the CA or Certificate to a .cer fileIssuer:   CN=its own name so it is a self signed CA



Add the certificate .cer file

17

sudo security add-trusted-cert -d -r trustAsRoot -k /Library/Keychains/System.keychain <.cer file>



Zowe keyring is also a trust store
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zowe.verifyCertificates: DISABLED

19

Use if the certificates presented to Zowe fail trust, or fail expiry validity.

The TLS encryption will still occur, but Zowe cannot verify the origin of the 
certificates.   Not recommended for production, only for POC.



Subject Alternate Name

20



SAN Mismatch ς Cross Site Forgery
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API Discovery

Zowe Desktop (ZLUX) API Gateway

Zowe client AND a server 



What does a valid certificate look like ?
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V/ŜǊǘƛŦƛŎŀǘŜ ƛǎ ǘǊǳǎǘŜŘ όLǘΩǎ Ǌƻƻǘ 
and intermediate CA are known 
ǘƻ ǘƘŜ t/Ωǎ ǘǊǳǎǘ ǎǘƻǊŜύ

V/ŜǊǘƛŦƛŎŀǘŜΩǎ {!b ƛƴŎƭǳŘŜǎ ǘƘŜ 
Network host address name

V/ŜǊǘƛŦƛŎŀǘŜΩǎ 9Y¦ Ŏƻƴǘŀƛƴǎ ŎƭƛŜƴǘ 
as well as server OID



If using ICSF with a private 
key you must use AT-TLS
https://docs.zowe.org/stabl
e/user-guide/configuring-
at-tls-for-zowe-server/

There is an update
https://github.com/zowe/docs-
site/blob/master/docs/user-
guide/configuring-at-tls-for-zowe-
server.md
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CLI
    

Developer

z/OS

z/OSMF : 443

ftp | sftp : 21

RSED : 4035

PC (Mac, Linux, Win) Mainframe

Basic Authentication
{  user: userID,
    password: password }



CLI
    

Developer

z/OS

z/OSMF : 443

ftp | sftp : 21
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Basic Authentication
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Db2 Connect

Db2



CLI
    

Developer

z/OS

z/OSMF : 443

ftp | sftp : 21

RSED : 4035

PC (Mac, Linux, Win) Mainframe

Basic Authentication
{  user: userID,
    password: password }

Advanced Auth
   SSO
   MFA
   x509 client cert
   Federated Identity



CLI
    

Developer

z/OS

z/OSMF : 443

ftp | sftp : 21

RSED : 4035

PC (Mac, Linux, Win) Mainframe

Browser 
surfer

Zowe Desktop
   platform for Db2 Admin Foundation

Db2 Administration 
Foundation GUI

Unified Management 
Server (UMS)



VS Code:     https://code.visualstudio.com/

https://code.visualstudio.com/
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https://medium.com/zowe/configuring-zowe-db2-command-line-interface-on-macos-f5dba93b37e7
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DevOps Pipeline     





Visual Studio Marketplace Extension 
Zowe Explorer and Db2 Developer Extension side by side 



https://itech -ed.com/arcati/newyearbook.pdf
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